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Using Generative Al
safely and smartly!

Did you know?

You already use Al everyday!
When you are searching for
information on Google, or when

you are unlocking your phone
with facial recognition?

That's all All

What is Artificial Intelligence (Al)?
Al learns from data, using machine and deep learning. As it learns,
it becomes smarter, understanding patterns and making decisions.

Meet Generative Al (Gen Al) - your creative helper
Gen Al is a special kind of Al - while it can find existing information on
the web (e.g. Google Search), Gen Al's main use is to create entirely
new content such as:

: Making
Composing .' videos
music (e.g. Synthesia,
(e.g. Amper\’ Runway)
Music, AIVA)

: Writing &

?6/ drawing
(e.g. Meta Al,
ChatGPT)
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How can you
use Gen Al?

Gen Al can be a helpful buddy that assists you in planning, learning
new things, and even having fun!

Here are some simple ways you can use it:

Planning a Creating a Writing a
simple trip new recipe message
(R
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%
Brainstorm Suggest a healthier Draft birthday
destinations, create way to make your messages, letters, or
itineraries and favourite dish! even jokes to share!
suggest restaurants! Gen Al can also help
with translation.
Here are some Quick tips to help
popular Gen Al tools: craft good prompts!

Ask clear, simple questions
00 Meta Al HE8

Y a
C reate your prompt t‘g

B e specific

@) chatGpT

Gemini as if you are speaking
to another person
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While Gen Al can be very useful, it's important to be aware of the risks.

Here are some dangers to watch out for:

Misinformation and “hallucinations”:
- i Gen Al can sometimes convincingly provide
| This reci
| witcure |4 information that is not true.

your
Niness! 9

o L [E] Do verify important facts with trusted
w - ~ news or official sources.

i m Don't spread misinformation with others.

Deepfakes:
Fake photos or
videos made by
Gen Al that look
very real.

Example of a deepfake photo

[Lj] Look for these signs to spot deepfakes: m Don't trust
* Blurring around the edges of the face them just
* Unnatural blinking because they
* Lips not matching the speech look real!



Staying safe
with Gen Al

Scam calls or messages:
Scammers may use Gen Al to
sound like someone you know,
or even impersonate a bank or
government officials to steal your
money.

Ij:] Do pause and check:
Verify unexpected calls or
messages by calling the
official hotline or visiting the
official website directly.

[i:] Do assess the call
or message:
Is it trustworthy, or asking
you to do something

urgently, unsafe, or unusual?

Extra safety tips
when using
Gen Al

* Never share your
personal information
(e.g. NRIC, password or
bank details).

* Avoid clicking on suspicious
links, attachments or
scanning QR codes from
unknown sources.

It could contain malware or
lead to phishing websites.

* Be wary of promotions that
sound too good to be true.
Advertisements can be easily
created by Gen Al. Always
check the store’s official
website to verify if the deals
are valid.

Escalate and report

* Suspicious calls:

@ SCAMSHIELD

ScamShield helpline at 1799

* Fraudulent transactions:
DBS 24-hour Scam Hotline
1800 339 6963




Use DBS/POSB digibank security features
for peace of mind!

Did You Know?
DBS/POSB digibank
has an array of
security features
available at your
fingertips!

Stay vigilant!
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